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Testimony to the House Utilities and Telecommunications Committee 

In Support of HB2084 

February 19, 2015 
 

Chairman Seiwert and Committee Members, 
 

We appreciate the committee taking the time to hear testimony on this bill. The ability to identify the 

purchaser of prepaid phones will directly impact our ability to investigate serious crime and have a positive 

impact on law enforcement’s ability to investigate criminal activity. Criminals are constantly looking for 

ways utilize technology to enhance their illegal endeavors and to hide their identity from law enforcement. 

This is more common in ongoing criminal activities where the criminals tend to be more organized than the 

typical street thug. 
 

The types of crimes where investigators frequently run into pre-paid phones may be surprising. Some of 

these investigations are very high priority. During the summer of 2013, we asked law enforcement 

investigators from across the state to summarize the types of cases these phone become an issue in an 

investigation. You will find the summary of those responses attached to this document. 
 

Criminals use of these phones frequently complicate, and often stall, key investigations in critical public 

safety cases. When a phone is identified as being used by a criminal, the investigators attempt to use that 

information to identify the person using the phone and, when possible, call records from that phone. Phones 

that can be used for texting and e-mails can also yield valuable evidence in the crime. But what we 

frequently find from these phones is the names associated with them are fictitious, the addresses are 

fictitious, and only dead ends. Often the names are obviously fictitious such as Mickey Mouse, Donald 

Duck, etc. When subpoenaing records, the name is a vital piece of information required. When this happens 

we are at a dead end in the investigation relating to the cell phone lead. 
 

Drug investigators tell us a majority of drug trafficking cases involve the criminals using these “drop 

phones” to conceal their identity. But, as you can see from the attached list, these cases involve 

investigations of phone harassment, stalking, death investigations, child pornography, human trafficking of 

juveniles in the sex industry, burglaries, thefts, and even homicides. In one case a pre-paid phone was used 

in a crime under investigation and we later found the suspect to be a sex offender convicted of child 

molestation. In that case the purchase happened to be recorded and we were able to quickly identify the 

offender. 
 

We believe this bill has provisions that assure safeguards on the use of the information we are asking to be 

recorded at the point of sale. The funding for the program is also built into this bill. The concept of retailers 

capturing point-of-sale buyer/seller information is not new. We currently do this for a variety of things such 

as pseudoephedrine sales, scrap metal, pawn shops, etc. 

  

Ed Klumpp 

Legislative Liaison 

E-mail: eklumpp@cox.net  Phone: (785) 640-1102  

mailto:eklumpp@cox.net


PREPAID PHONE CASE EXAMPLES 
 
In 2009, four troopers and two Lieutenants were assigned to help locate the man who was harassing 
a female trooper in the KC metro area.  Our biggest obstacle when it came to identifying the suspect 
was he kept going to Wal-Mart and buying a new pre-paid cell phone that was impossible to 
track.  We knew which Wal-Mart he used but they could not provide us any information because he 
paid in cash.  It was not until he got lazy and stopped buying new phones that we were able to 
identify him with the help of the FBI. 
 

 
We had a 2012 death investigation in which the victim died of a prescription pill overdoes.  The 
suspect was discovered because a phone number taken from the victim’s call and SMS logs and our 
Drug Enforcement Unit was also looking at the same person in an ongoing drug investigation. The 
suspect admitted to selling prescription drugs to the victim. He also admitted to purchasing and using 
prepaid phones to conduct drug transactions because he believed personal information of the user 
was not tracked by the phone companies. If you want more details on the case I can put you with the 
lead investigators. 
 

 
In May of 2013, our Police Department began investigating a missing person which became a 
homicide.  A phone number was developed for a suspect in and phone records were obtained.  The 
phone records listed a false name and a non-existence address in Salina, KS.  We eventually got the 
information, but it took much more time and man-hours to confirm the actual owner of the service. 
 

 
We don't even bother trying to get pre-paid phone information anymore.  The tech is old, but most of 
all, the companies won't or can't give them any information.  Even if they do, it is fraudulent. 
 

 
Boost and prepaid throw phones are almost always present, either from source, or destination, and 
the mule enroute. I would say a vast majority of the cases have prepaids. It was my experience as well 
as the other DEA TFO’s that prepaid phones tie into an investigation a high percentage of the time. 
 

 
We were able to locate the suspects name because he purchased a pre-paid cell phone and it was a 
recorded transaction.  We tracked him down and found out he was a registered sex offender on 
parole for molesting a minor.  
 

  
I have several investigations where a “pre-paid” phone was used.  One in particular involves an 
individual named Dan XXXX.  Dan is the person who continues to harass Bob XXXXX and his (Dan’s) 
ex-girlfriend.  Dan called Bob and the girlfriend from different pre-paid phones in violation of a 
protection from abuse order (PFA).     
 
One instance while investigating Dan, I got information on the pre-paid phone and it showed up with 
a different name and an address in Lenexa, Kansas.  The name and address in Lenexa were 
fictitious.  I called the number and spoke to Dan.  He told me he buys “throw away” phones and uses 
them for a while and gets a new one.  He advised he purchases them from various stores.   



 
He did not tell me why the phone was registered to a different person and a fictitious address.  It was 
obvious he was hiding his identity knowing he was going to use the phones to harass people. 

 
Generally speaking the legislation would be very beneficial. Everything is done with cell phones in this 
day and age. I have worked many investigations where I have tried to identify a suspects and all I had 
was an alias name and phone number. Having the name and contact information of the purchaser 
would be beneficial in identifying these types of suspects.  
  
Criminals are getting smarter too. They know that they don’t have to give information when getting a 
prepaid phone. That’s why narcotics dealers have at least 5 cell phones and they are all prepaid. 
There is no way to track the phone back to a specific person. This causes a problem when a narcotics 
deal is conducted through text message.  
 

 
About 4-5 years ago I had an elderly lady call me very upset over a phone call she had received about 
3 in the morning.  The caller sounded at first like a female.  The caller addressed my reporting party as 
"Grandma."  The caller then proceeded to tell her that she had been drinking and a man was going to 
take her home.  My Rp was very scared and called her Megan believing it was her granddaughter who 
coincidently had some alcohol and legal problems.  The Rp begged who she thought was her 
granddaughter not to get in the car with this man.  The caller hung up and called back several more 
times that night and even the next night.  Apparently, who she thought was a woman was a man and 
eventually led into some very inappropriate sexual conversations with her. 
 
Shortly thereafter, I began getting other elderly women reporting very similar calls in my small town.  
The caller was blocking his phone number from being viewed.  I had been successful  in apprehending 
another very similar caller a couple of years earlier who had called 72 of my elderly ladies in Onaga.  I 
found him in Topeka and interviewed him and put him in jail.  However, with this case I was able to 
discover the phone number and with some other searches found a name that had been associated 
with the number.  I began investigating that person and eventually obtained a search warrant and 
executed it in Hiawatha, Kansas.   It turned out that the person whose home we searched had 
nothing to do with the calls whatsoever. However, at one time he had a Verizon Trac phone with the 
same phone number.  He eventually got a different phone and number and that number went back 
into circulation and was re-issued. 
 
The phone calls kept coming, in fact, more came the night following the search warrant.  They 
continue to today.  In fact, later when I took moved to a different jurisdiction, I discovered that 
county was also chasing the same number for multiple calls,  In fact, I know that Nemaha County, 
Wathena Police, Hays Police, Lenexa Police, Maryville, Mo and other agencies to this very day 
continue to get harassing phone calls from this very same number.  Just recently in Holton I dealt with 
the same phone number calling an elderly woman. 
 
In talking with Verizon I was told there is no way to know who the person is.  I was able to ping the 
phone in the Hiawatha area.  I also did a spoof call to a Hiawatha number that had not been blocked 
that I obtained through a subpoena of phone records. I believe I may have narrowed it to a particular 
family, but not a person. Verizon volunteered to shut the account off, but I believed if they did the 
caller would just get another phone and we wouldn't be sure it was the same person calling.  We 
asked help from the FBI and others to no avail.  I generally tell victims to have the phone company 



block this number from calling them.  That is about as much help as I have been to them.  So, there 
must be a way to make these phones more traceable for law enforcement.  If we had any idea who 
the subscriber of the phone was we would at least had a start in apprehending this person and 
ending the harassment of now most likely tens of thousands of people.  In a period of less than a 
month the caller had called over two thousand calls in NE Kansas and NW Missouri. 
 
 

 
I actually have two open cases where having the pre-paid information would benefit us greatly.  One 
is an older case of theft of some ATV's and golf carts.  In that case we've of course come into the 
obstacle of no information when it came to pre-paid phones.   
 
On the second case it involves a shooting where a female was "supposedly" shot while sleeping in her 
bed earlier this year.  Once again we've come across information of pre-paid phones and no 
information from the companies to go off of. 
 
     Our subpoenas/warrants for other phones through Verizon, Sprint, etc. have of course provided us 
information from them.  Takes a while to get it sometimes, but we do get it.  I really believe that on 
both of these cases if we were able to get basic information on the pre-paid phones being used by 
the possible suspects it would further the cases. 
 

 
I believe it would it have a positive impact on investigations.  I will look for local case examples but 
through training I heard this issue being addressed several times in regards to investigations in drugs, 
child pornography and solicitation, financial crimes and prostitution. 
 
During our last prostitution operation we took a 17 year old and her adult friend into custody.  The 17 
year old had been doing prostitution for at least a year and half she had two cell phones on her, one 
for business and one for her family. 
 

 
I can recall a recent burglary case where the suspect dropped his pre-paid cell phone at the scene. 
This would have made this case an easy case to solve had the officers been able to obtain the 
subscriber information for that cell phone. We were able to use other avenues to identify the 
suspect, but it was very time consuming. 
 
Without going into details about specific cases (some of which are still under investigation) we run 
into problems frequently by not being able to obtain cell phone subscriber information. This often 
occurs in homicide investigations. Once we can subpoena and receive the call logs we can interview 
these people. This helps us put together a time line so we can better understand where the person 
was, what they were doing, who they were talking to, and who they are associated with. This 
information will often develop leads that will help identify a suspect. 
 

 
We have had numerous cases in this county and a neighboring county where we have been looking 
for lost and endangered individuals.  They always have a cell phone and a lot of them are prepaid.  
However we are aware of the prepaid companies in the area, and would have greatly assisted if there 



was a name to search for to ping a phone.  This also would have assisted when we are trying to track 
armed and dangerous suspects as well.   
 

 
We had some stalking cases where the lady stated she was abducted and taken to the county where 
she said the suspect was calling her soon to be ex-husband (Fire Fighter). We found the phone that 
was being used was a pre-paid phone which was purchased at Wal-Mart but when the phone was 
activated no information was given about the owner of the phone and there for we were not able to 
track the caller.   
 

 
We had a stalking, criminal threat case.  The person sending threatening text messages was using a 
pre-paid cell that was purchased from a local retailer.  I subpoenaed the subscriber and toll 
information, but the subscriber information was blank.  The toll history only showed text messages to 
the victim.  That showed me the sole purpose the phone was purchased was to commit the 
crime.  Unfortunately we were unable to identify who was making the threats, although it did appear 
it was the victim’s husband was involved.  If the person would have been required to show 
identification at the time of purchase, we would have had more leads to work with.  
 

 
I know in the past when we’ve don’t title III’s on prepay phone we’ve gotten back subscriber info as 
mickey mouse, Donald duck, etc. Fortunately it being a title III we were able to ID the people but if 
you were working a case based on historical records having a true identity would be very beneficial.  
 

 
As the supervisor of a county drug task force I see this type of phone all the time being used by drug 
dealers.  Most recently we came across them in a major investigation.  We had to identify people by 
surveillance or wiretap to identify who was using the phones for criminal activity.  Some company’s 
do collect information but it is simply filling out whatever you want to give them without any checks 
and balances.  So if these phones are listed with a name it is usually fake with a fake address.  No 
photo ID or any verification is required to buy or use them.   
  

 
Telephone harassment case from last year in which I obtained a subpoena for the phone records.  It 
showed to be a prepaid cell phone.  Case was inactivated.   
 

 
I can’t remember the exact details of the case or even when it was, but I have subpoenaed a boost 
phone and it was registered to a fictitious name/address.  It pretty much eliminates any leads that 
could be generated from the phone. 
 

 
From our Special Investigations Detectives: At least half of our targets use prepaid phones for their 
drug phone and it would help a lot on identifying them. It would especially help on cases that we 
cannot ID the target and can never get a second buy and can't arrest them.  
 

 



The feedback from our Detectives is that this would be very good legislation in providing leads or 
identification of suspects in investigations. 
 

 
Investigators in the narcotics world have wished for this for a long time. On nearly every pen register, 
wiretap or even a simple tolls request we run into "no" or "fake named subscribers."   You must 
confirm ownership prior to getting the tap. In one case the suspect phone was registered in the name 
Mickey Mouse. 
 

  
We know that the bad guys will have friends and family obtain phones in their names for the bad 
guys but even that can be helpful. It should also be noted that nearly all high- mid level drug dealers 
will have two to five phones on them at any time. 
 

 
We have actually had numerous cases where a confirmed purchaser/subscriber could have made a 
significant difference in the case.  One example was the Natalie Gibson homicide where key phone 
records presented as evidence were from a prepaid phone number.  We knew the phone belonged to 
one of the suspects yet it was a prepaid phone which allowed them to set the phone up under a false 
name.  These records contained not only call records and phone numbers that were relevant, but also 
location information that was relevant to the homicide as well.  Through the investigation we were 
able to provide other details to try and prove that the phone belonged to the suspect, but requiring 
the phone companies to verify this information would have been very beneficial to our investigation 
and our presentation of the evidence at trial.  This problem with prepaid phones actually comes up 
quite often in our investigations and I am sure we could provide several other examples if necessary.  
 
Currently these purchasers/subscribers do not have to provide any information, or they can provide 
whatever information they want.  One example was a phone that actually came back to Big Bird at 
1234 Sesame Street.  The subscriber/purchaser in that case decided to provide a name and address, 
but clearly the name and address provided was not accurate.   
 

 
Pretty much any drug case.   Dealers buy several of those so we cannot get a warrant to download 
their phone or apply for a Title 3 wiretap.  If we had that information we could tie them to the phone 
for one and then have the exact info to apply for warrants. 
 

 
 


