








The consultant wasn't able to gain access to the offices in the Mills Building, but described a method he could have
used to access the offices after hours. He was able to steal some of the Authority’s trash from the elevator while the
cleaning crew was working. He then found an office under construction on another floor, and used it to go through
the trash bags looking for sensitive information.

Dumpster Diving (finding information in the trash)
He was able to go through Authority trash bags looking for sensitive documents. He didn't find any sensitive
information, but told us he did find contact information that could have been useful in further attacks.

Social Security number
on an insurance claim

Record of a doctor’s : S R . o
office visit on an
insurance claim L A

staff have developed a very good set of policies and procedures

for monitoring the network. Their procedures specify a number of
monitoring activities that are to be carried out daily, weekly, and
monthly. They include such activities as vulnerability scans of the
network, reviewing firewall and intrusion detection system logs, and
reviewing user accounts. In Question 2 we looked at the overall
security of the network and found the DISC staff had done a very
good job of keeping it secured.
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In terms of managerial monitoring, however, we found that the
Authority’s management appeared to do very little to monitor security.
Management doesn’t monitor the work done by the DISC support staff,
and hasn’t yet done anything to see if Authority staff are complying
with the Authority’s policies, or to evaluate the effectiveness of those
policies. The Information Systems Manager told us he’d like to do
more to monitor DISC’s work, but he didn’t think his staff had the
expertise to do so.

The Authority’s Security-
Management Activities
Don’t Feed Into Each
Other, Creating a

Static System

As discussed earlier, a security-management system should be a
dynamic process with the results of one activity flowing into the next.
That flow is what makes the model self-correcting—the results of one
activity feed into another. For example, if security officials conducted
periodic monitoring of policy compliance and discovered that a
significant number of employees were sharing their passwords with
other employees in violation of policy, it would indicate that a policy
wasn’t working as intended. In response, officials could modify the
policy to make it stronger, and conduct additional training to make sure
people understood the risks of continuing to share passwords. With a
static system, however, it might be a long time before anyone noticed
the problem.

We looked at the Authority’s security-management system to determine
the extent to which activities flowed into each other. We found

that there wasn’t an adequate flow of information between any of

the Authorities security activities. As described earlier, the largest
problems were:

® The Authority’s security policies don’t flow from a complete risk
assessment.

® The Authority has done a poor job of disseminating the policies it has
adopted, and generally doesn’t use content from policies in training.

® Management hasn’t monitored whether policies are being followed or if
they are effective, and doesn’t use the results of the monitoring DISC does
in assessing risks.

Conclusion:

Although there are many good aspects to the Authority’s security-
management system, overall the system is disjointed and incomplete.
The problem doesn’t appear to be a lack of commitment to security

on the part of Authority officials. Instead, officials don’t appear to

have sufficient knowledge of security and security management.
Creating the Information Systems and Project Management Office and
the information systems manager position was an important step in
improving security, but unless the Authority is able to develop more
expertise in security management, it will be difficult to develop the kind
of dynamic security-management system that’s needed in today’s rapidly
changing environment.
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a.

b.

a.

a.

Recommendations 1. To help develop a more dynamic security-management program,

For Executive Action: the Authority should develop expertise in security management
best practices within its information technology staff. The
possible options for developing that expertise include:

hiring a security expert from outside the Authority.

obtaining outside training for a member of the current
information technology staff.

consulting with DISC officials who are knowledgeable about
security management.

2. To help ensure it’s able to identify and address its most significant
security risks, the Authority should conduct an annual risk
assessment that:

involves a range of information technology and business
officials, the Authority’s privacy officer, and DISC support
staff.

focuses on the agency’s unique security risks.

includes an inventory of the Authority’s critical information
technology assets.

incorporates the results of security monitoring conducted by
Authority officials and DISC support staff.

3. To help ensure the policy development process results in effective
information security policies that are developed and approved in a
timely manner:

the technical policy group should use the results of the annual
risk assessment to develop new policies or adjust existing
policies to mitigate the agency’s most significant security
risks.

the executive policy group should move quickly to review and
approve all the remaining draft information security policies
currently awaiting approval. The executive group also should
examine ways to improve the timeliness of its policy approval
process.
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4. To address the issues we identified with its current security
policies, the Authority should:

a. formally adopt the ITEC Default Security Requirements for
all security areas in which it hasn’t developed its own policies,
and ensure the appropriate employees are aware of the default
policies.

b. develop a policy requiring employees receive annual training
on the federal Health Insurance Portability and Accountability
Act (HIPAA).

c. Make the following modifications to its current policies:

i. add arequirement to its policy on disposing computers
for three overwrite passes to securely remove data from
the hard drives.

ii. add arequirement to its policy on managing users’ access

to sensitive files that the required review of access rights
be conducted annually.

iii. strengthen its password policies by requiring more
complex passwords.

5. To help ensure its employees have a sufficient understanding of
general security issues as well as the specific security policies that
apply to them, the Authority should:

a. Develop a systematic, multi-layered approach to security
awareness and policy training that:

I. expands the current training for new employees including
topics that address the Authority’s security policies.

Ii. requires annual follow-up training on security awareness
and policies.

iii. includes ad-hoc training as needed to address other
security issues that arise.

b. Implement the following recommendations made by Fishnet
in its report on social engineering. Those recommendations
broadly cover the following areas:

I. improving the general security awareness of Authority
staff.

ii. enhancing the physical controls at the Authority’s offices.

iii. removing information that could assist a hacker from the
Authority’s website.
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6. To better monitor the effectiveness of its security policies and
procedures, the Authority should:

a. periodically evaluate staff’s compliance with security policies
and the effectiveness of those policies.

b. conduct regular monitoring of DISC support staffs’ activities.

c. regularly consult with DISC support staff to learn the results
of their monitoring activities, and to get their feedback on the
effectiveness of the Authority’s policies and procedures.
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Question 2: How Well Does the Authority Secure Its Information Technology

Resources?

ANSWER IN BRIEF:

Overall, the Authority does a good job of securing its IT resources,
but we found some things that should be improved. Based on our
reviews and on more technical work done by a consultant, we found
that both the internal network and the data connection to the Au-
thority’s primary vendor are very well secured. We found very few
vulnerabilities with the network, and all but one have been fixed. On
the other hand, the system the Authority uses to manage employee
access to Medicaid data doesn’t provide the kind of reports necessary
to properly monitor that access. Finally, the Authority didn’t use a
systematic process in responding to its security incidents, primar-

ily because it lacked a formal incident response policy or procedure.
These and other findings are discussed in the sections that follow.

The Authority Does a
Good Job of Securing
Its Information
Technology Resources,
But Some Things
Should Be Improved

To answer this question, we chose to focus on three critical areas:
@ the security of the Authority’s network

® how well the Authority manages its employees’ access to Medicaid
Medical Information System (MMIS) data

@® management’s responses to security incidents

Both the Authority’s internal network and the data connection
with its primary vendor are very well secured. Along with looking
at the security of the network itself, we also were concerned about the
level of protection of the data that come in and out of the Authority’s
network. In examining the network, we looked at five high-risk areas:

® the firewalls that protect the Authority’s network from outside attack

® the data connection between the Authority and EDS, the contractor that
handles Medicaid claims

outgoing e-mail that could contain confidential medical information
user passwords that control access to the network

the Authority’s internal network, including servers, workstations, and
printers

Some of the work we wanted to do was highly technical and required
specialized skills that we lacked. We hired Fishnet Security, a well-
known security consulting firm, to do extensive testing of the security
of the network. Fishnet reviewed the settings for the firewalls

and the data connection between the Authority and EDS. It also
conducted a vulnerability assessment of the Authority’s network, and
attempted to use the information from the assessment to penetrate the
network. Fishnet was allowed to exploit any vulnerability it found

in order to hack into a server or a workstation, but was prohibited
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from attempting any denial-of-service attacks (these tests use a flood
of data to shut down a service, server, or network, and can cause as
much harm as an actual attack by a hacker). All testing was done
with the knowledge and cooperation of the Authority’s management.

The major findings of the tests are summarized in Figure 2-1 on page
20. As the figure shows, the review and testing of the Authority’s
network revealed very few issues, and all but one of the problems we
found were very minor and all have since been fixed.

The one medium-level risk we identified involved the “lexicon”
feature of the Authority’s e-mail encryption system. The lexicon
feature checks outbound e-mail for medical terms in order to prevent
confidential patient data from leaving the agency. Because some
officials had innocuous e-mails such as press releases blocked by the
lexicon feature, the Authority turned off the feature for everybody.
Because the lexicon offers valuable protections, it would have been
much more prudent for the Authority to selectively disable the feature
only for employees who don’t deal with confidential information,
rather than turning it off for everybody.

In addition to the problem with the lexicon feature of the Authority’s
e-mail system, there were a handful of other minor issues with the
Authority’s network:

® Some of the routers that are part of the Authority’s data connection with
EDS were set to be visible outside the network. Although the routers
were password protected, being visible removed a layer of security and
could have made them easier to hack.

@® There were issues with a couple of password settings:

» The minimum password age was set at zero days (best practice
is one day). Zero days allows users to repeatedly change their
passwords until the system allows them to go back to their original
password, circumventing a different control that limits users’ ability
to reuse a particular password.

» The system was set to lock a user out after 10 failed login attempts
(best practice is three attempts). The lower the setting, the more
difficult it is for a hacker to guess a user’s password. In addition,
the lock-out time was set differently than the policy called for.

@® There were some very minor issues with the internal network
configuration. There was a weak level of encryption enabled on some
servers. One workstation had insecure software installed and some
printers had insecure services enabled—all of which could make these
resources vulnerable to a denial-of-service attack.

Overall, the network was very well secured. Fishnet was unable

to hack into any of the Authority’s servers or workstations, and we
couldn’t crack any passwords (after letting the software run for six
days, we quit trying). In comparison, in our 2003 audit of the Kansas
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Department of Health and Environment, we were able to crack 60%
of the Department’s passwords within three minutes, and 90% within
11 hours.

Fishnet gave the Authority good reviews for its network security,
saying that its firewall was “a good example of a secure and
functional firewall solution,” and rating the Authority’s security
profile as “above average” compared to similar organizations.

The system the Authority uses to manage access rights to the
Medicaid Management Information System (MMIS) doesn’t
provide the kind of reports needed to properly monitor those
rights. An important security principal is to give employees the least
amount of access to sensitive data that they need in order to do their
jobs. A common problem organizations experience is that employees
tend to “accumulate” access to more and more systems over time

as their responsibilities change within the organization. Therefore,
it’s important for security managers to have supervisors review their
employees’ access rights at least annually to make sure they’re still
needed.

We observed that while the system the Authority uses is good for
managing access rights one employee at a time, it can’t generate a
summary report that shows all the employees (and their access rights)
who work for a particular supervisor. Without such a report, it would
be very difficult for a supervisor to do an annual review. When we
checked to see whether Authority employees had indeed collected
excessive access to MMIS data, we found relatively few problems.
This is likely because the Authority is a new agency, and employees
haven’t had a lot of time to accumulate access rights.

In addition to reviewing employees’ access rights, we checked to
make sure the Authority was properly disabling or eliminating the
network accounts for former employees. We reviewed the accounts
for all employees who’d left the Authority in the last year, and found
that all were properly disabled.

The Authority didn’t follow a systematic process in responding to
its three security incidents. In general, “security incidents” happen
any time sensitive data are lost or disclosed, an unauthorized person
gains access to the network or facilities, legitimate access to systems
is lost, or an employee unacceptably uses the Authority’s computers.
The Authority has had three security incidents since its inception:

® the hard drives and memory were stolen from a number of old
computers in a storage room in the basement of the Landon State
Office building

® a CD with Medicaid information was delivered to the Authority’s main
office, but was lost before it reached the analyst it was intended for
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® an e-mail containing a nurse’s Social Security number was sent to a
vendor

We compared how the Authority responded to each these incidents to
best practices in these areas. For incidents such as these, we would
have expected management to do the following:

@® conduct a thorough investigation to determine the nature, cause, and
impact of the incident

keep a good record of all actions its staff takes
analyze the effectiveness of its response to the incident

change policies and procedures to prevent similar incidents or to
improve its response

The Authority appeared to have conducted thorough investigations of
all three incidents, and we thought they did a good job of developing
policies to prevent similar incidents in the future. However, we did
find two problems with the Authority’s response to each incident:

® Management did a poor job of documenting the actions it took in
response to any of the three incidents. Documenting the actions
taken in response to an incident is important for several reasons:

» to avoid people working at cross purposes during the incident
response

» to aid in a forensics investigation if such an investigation becomes
necessary

» to assist in evaluating management’s response to the incident

® Management didn’t critically evaluate its responses to the
incidents to determine if they were adequate or needed to change.
Because security incidents don't occur very often in a well-protected
system, and because a quick and effective response is essential to
protecting an agency'’s data, it is very important that management
evaluate the agency'’s response to each incident to see if the
procedures need to be improved.

The main reason for the problems we found was the absence of an
incident response policy or procedure to follow. As a result, the
Authority responded to each incident in a very ad-hoc manner. The
Authority has since developed a draft incident response policy,

but that policy hasn’t been approved by management. As noted in
Question 1, draft policies don’t go into effect until after they are
approved. It’s also important to note that two of the three incidents
occurred before the current Information Systems Manager position
was created, so there was no one with the responsibility to coordinate
and manage the agency’s response to those incidents.
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Conclusion: In general, the issues we found in this question had little to do
with the current security of the Authority’s information technology
resources. Its network was secure, its employees’ access rights
generally seemed appropriate, and its response to security incidents,
while incomplete, still addressed the most important issues—what
caused the incidents and how can they be prevented in the future.
However, as we’ve discussed throughout parts of this report, security
can’t remain static; it has to respond to a changing environment.

The issues we found in this question had more to do with the lack
of a systematic approach. For example, while employees’ access
rights seemed appropriate now, there’s no system to ensure that they
don’t accumulate unnecessary access rights in the future. While

the Authority’s responses to security incidents weren’t bad, the ad
hoc nature of those responses caused them to be incomplete, and
the lack of systematic procedures increases the risk that an incident
may be mishandled in the future. Of the areas we looked at, only
the technical security of the network appears to be supported by

a systematic process. DISC support staff have developed a good

set of regularly scheduled monitoring tasks that are spelled out in
their procedure manual. As the network changes, their monitoring
activities help them identify new vulnerabilities that need to be
addressed. That systematic approach is one of the main reasons
Fishnet was unable to penetrate the Authority’s network. It’s
important that the Authority develops more systematic approaches to
the other security issues in the future.

Recommendations 1. To help ensure that employees’ access to the Medicaid Medical

For Executive Action: Information System is limited to what they need to perform
their job duties, the Authority should work with the Department
of Social and Rehabilitation Services to develop management
reports that would allow supervisors to efficiently review their
employees’ access rights on a periodic basis.

2. To help ensure that it responds effectively to security incidents,
the Authority should expedite the approval and implementation of
its existing draft incident response policy. In responding to future
incidents, the Authority should take care to follow all elements
of best practice, including logging all actions its staff take in
response to the incident, and conducting a follow-up evaluation of
the effectiveness of its response.
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APPENDIX A
Scope Statement
This appendix contains the scope statement for this audit of the Kansas Health Policy

Authority. This audit was conducted as part of the ongoing information system security audit
work authorized by the Legislative Post Audit Committee.
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SCOPE STATEMENT

State Agency Information Systems:
Reviewing the Kansas Health Policy Authority’s Management of Those Systems

The Kansas Health Policy Authority was created by the 2005 Legislature, and became
a State agency on July 1, 2005. Its purpose was to develop and maintain a coordinated health
policy agenda that combined effective purchasing and administration with health-promotion-
oriented public health strategies. The legislation moved major health programs into the
Authority such as Medicaid, the State Employees Health Plan, Medikan, and the State Children’s
Health Insurance Program (HealthWave). The Authority’s fiscal year 2008 budget is $1.4 billion,
with 235 full-time equivalent positions.

During the last few years, concerns have been expressed about the lack of monitoring of
State computer systems. Each year State agencies become more dependent on their computer
systems and on the data those systems contain to make decisions and fulfill their missions. More
and more, computing is moving out of the data center and into the hands of staff who use the
data to make decisions. Computers and computer networks also are being used to communicate
with the public, provide services, and conduct business.

These are positive developments that can result in increased efficiency and effectiveness
and better service. However, significant risks are associated with these advances in technology
that agencies should be addressing and managing. For example, in managing the State’s major
health insurance programs, the Authority must handle and maintain confidential and highly
sensitive information on thousands of Kansans. At present there is little oversight of agencies’
computer operations to monitor whether these risks are being adequately managed.

To help address these risks, the Legislative Post Audit Committee approved information
system audits to be done as an adjunct to the Division’s compliance and control audits. This
audit looks at the Authority and will address the following questions:

1. How well does the Authority manage the security of its information systems? To answer
this question, we will review the Authority’s system of managing its information system
security, with an emphasis on how the security function is structured and managed, and on
security policies and procedures.

2. How well does the Authority secure its information technology resources? We will work
in conjunction with Fishnet Security in answering this question. (Fishnet is a Kansas City,
Missouri based corporation specializing in information technology security.) Fishnet will
conduct a detailed security vulnerability assessment of the Authority’s systems. If Fishnet
identifies significant vulnerabilities, we will attempt to determine what security management
weaknesses allowed those vulnerabilities to exist.

Estimated time to Complete: 20-24 weeks.
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APPENDIX B

Agency Responses

On August 11, 2008, we provided copies of the draft audit report to the Kansas Health
Policy Authority, and to the Division of Information Systems and Communication (DISC). The
Authority’s response is included as this Appendix. Because there were no recommendations for
DISC, it chose not to submit a response. The Authority generally concurred with the report’s
findings, conclusions, and recommendations.
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KANSAS HEALTH POLICY AUTHORITY
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August 18, 2008

Ms. Barbara J. Hinton

Legislative Post Auditor

800 SW Jackson Street, Suite 1200
Topeka, KS 66612-2212

|SLATIVE DIVISION
e post AUDI

Dear Ms. Hinton:

Thank you for the opportunity to respond to the audit State Agency Information Systems: Reviewing the Kansas
Health Policy Authority s Management of Those Systems. My staff have reviewed the recommendations included in
the audit and will begin implementing those directly under our control.

As the report notes, the Kansas Health Policy Authority (KHPA) ereated its own network environment in December
2007. At our inception as an agency, KHPA staff used computer networks managed by the Department of
Administration and the Department of Social and Rehabilitation Services. Rather than continue to rely on other
agencies for the customer support, network configuration, and security protocols, we decided to build our own
network architecture to unify the operational elements that make up KHPA: the Medicaid and State Children’s
Health Insurance Programs and the State Employees Health Benefits Plan.

KHPA identified an information technology manager and other information security staff to oversee the KIHPA
network infrastructure. We also negotiated an agreement with the Division of Information Systems and
Communications (DISC) to provide network, server, deskiop computer, and customer service support to KHPA.
This structure has allowed KHPA to grow rapidly, adding server capacity and computers for new positions, while
maintaining connectivity to critical existing systems like the Worker’s Compensation document management and
payment systems, the Medicaid Management Information System, and the State Employee’s Health Plan eligibility
system.

Building our own network required KHPA fo create policies and procedures to protect the information we store and
work with on a daily basis. The audit describes our policy development process and improvements that could be
made in the timeliness of approving policies, explicit adoption of default policies from the Information Technology
Executive Council (ITEC), and staff training. We have begun to implement these recommendations as part of an
expanded new employee orientation and required training program for all staff. KHPA is very aware of the sensitive
information we have and use to purchase health care for 360,000 Kansans. The survey responses described in the

Rm. 900-N, Landon Building, 900 SW Jackson Street, Topeka, KS 66612-1220
www.khpa.ks.gov

Medicaid and HealthWave: State Employee Health State Self Insurance Fund:

Phone:  785-296-3981 Benefits and Plan Purchasing: Phone: T835-206-2364

Fax: T85-296-4813 Phone: T83-368-6361 Fax: 785-296-6995
Fax: 785-368-7180
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Letter to Ms. Barbara J. Hinton
August 15, 2008
Page Two

audit demonstrates the success of our initial efforts at training new employees and maintaining consistency among
the existing staff.

Finally, I would like to recognize the work of our DISC support team. Through owr service level agreement, DISC
manages our network environment, handles customer support, hardware and software set up, and many other vital
elements of our computing infrastructure. They have been involved in our policy development process and have
identified vulnerabilities that prevented issues that would have crippled our ability to serve our customers. The
glowing report from the Fishnet vulnerability assessment on our network security, including firewalls, data
connections, and network configurations, is due to the knowledge and expertise our DISC partners bring to our
information technology platform. DISC staff and management have been a tremendous support to KHPA and we
appreciate their diligence.

As for the specific recommendations in the audit, KHPA will implement all six of the recommendations in question
1 of the audit report. Within current resources, KHPA will identify additional training for KHPA information
technology staff on security management and work to incorporate an annual risk assessment in the state’s mandated
3 year information technology planning process. The suggested policy changes and training in recommendations 4
and 5 are being developed now. There also are planned audits of staff compliance with security policies and
oversight of DISC activities. The recommendations in question 2 also will be addressed through additional reports
on MMIS access and implementation of the incident response policy developed by KHPA.

We appreciate the effort of Allan Foster and the Fishnet Security in conducting the audit. They offered good
suggestions and were a pleasure to work with. Thank you for the opportunity to respond to the draft audit report.

Sincerely,

E;Ll A e
Dr. Marcia Nielsen

Executive Director
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