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These efforts will be directed by our Information Security Officer and overseen by myself as Chief
Information Officer in an effort to meet and exceed the recommendations of this audit report, We
have reviewed each of the issues and our responses with President Lane and have his full support in
addressing the concerns identified.

Thank you, once again, for providing an opportunity to respond to this report on the follow-up
audit. In addition, we would like to thank Allan Foster for his efforts and professionalism as a part
of this process.

Sincerely,

MDDl

Michael D. Erickson
Associate Vice President, Technology and Computing Services
Chief Information Officer

ce: Dr. Michael R. Lane, President
cc: Dr. Tes Mehring, Provost & Vice President for Academic Affairs and Student Life

DATA MINING COMPUTER SECURITY COMPLIANCE AND CONTROL AUDIT REPORT
Legislative Division of Post Audit

FEBRUARY 2009 09CCO01



THE UNIVERSITY OF

KANSAS

January 15, 2009

Barbara Hinton, Legislative Post Auditor
Legislative Division of Post Audit

800 SW Jackson St, Suite 1200
Topeka, KS 66612-2212

Dear Ms. Hinton:

| am pleased to provide the University of Kansas' response to the Regents’ Information Systems: Following
Up on Computer Security Issues at Various Universifies dated January 6, 2009.

The University manages its security infrastructure using a risk management approach, recognizing the
imperative to mitigate risks through technology intervention and change in practices. As noted by the
findings, many of the technical, physical and administrative controls currently implemented reflect high risk
and high impact areas to the University, such as those that fall under HIPAA and PCI regulations.

KU has continued to make progress toward building an optimally secure information security environment.
The outcomes of central IT reorganization and sustained attention to security include current campus wide
initiatives towards standardization of hardware, software, tools and KU |T staff expertise, These initiatives
include the implementation of consistent, effective information management and information infrastructure
procedures and policies.

KU has a highly decentralized environment and academic culture. These characteristics of the institution
factored into policy making and implementation of new practices in order to produce meaningful and
sustainable security outcomes. Toward this end, the University is actively engaging the campus through
education, standardization, and the deployment of effective administrative procedural and policy controls.
This strategy is evidenced by the draft information management policies that were reviewed during the
review process.

We anticipate the finalization of pending draft policies and the implementation relevant technical initiatives
during 2009,

Denise Stephens

Vice Provost for Information Services and CIO
For Robert Hemenway

Chancellor for the University of Kansas

Enclosures

Cc: Robert Hemenway

Strong Hall e 1450 Jayhawk Blvd., Rm. 223 e Lawrence, KS 66045-7535  (785) 864-4999 e Fax (785) 864-0360
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THE UNIVERSITY OF

KANSAS

Office of the Chancellor

Barbara Hinton

Legislative Division of Post Audit
800 SW Jackson Street, Suite 1200
Topeka, KS 66612-2212

Dear Ms, Hinton:
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January 16, 2009

[ meant for this letter to accompany KU’s letter of January 15,2009, which responded to

the audit of Regents Information Systems.

I wanted you and your staff to know how serious I am personally about the audit. We
clearly need to monitor this highly technical subject, and I wanted you to know that we
appreciate the careful audit you performed. We will make sure that the suggestions of your staff
will be taken literally and carefully reviewed.

If you have any questions that [ should address, I will be happy to do so.

REH:gle

Office of the Chancellor

Sincerel

1N
Robert E. Hemenway <=

Chancellor

Strong Hall | 1450 Jayhawk Bivd, Room 230 | Lawrence, KS 66045-7535 | (785) 864-3131 | Fax (785) 864-4120 | wwwku.edu
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