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Mr. Chairman and Members of the Committee:

Thank you for the opportunity to appear before you today to discuss the Interstate Crosscheck
program. | am here 1o give you an overview of the program and | understand many of you have
questions concerning the program. My hope is this overview will answer many of your
questions, and if not, | will attempt to answer the remaining questions through-out the
presentation.

BACKGROUND

In 2005, at a meeting of the Midwest Election Officials Conference (MEOC) in Kansas City, the
idea of conducting a check of voter registration records between states was discussed and
finalized by Kansas Secretary of State Ron Thornburgh (R), lowa Secretary of State Chet Culver
(D), Nebraska Secretary of State John Gale (R) and Missouri Secretary of State Robin Carnahan
(D). This bi-partisan group of Secretaries of State was searching for a solution to maintain
accurate voter registration lists, especially as states were bringing on-line statewide voter
registration systems. The purpose of the check was two-fold. (1) Find potential duplicate voter
registration records between states, share that information, and eventually remove verified
duplicate records. (2) [dentify potential duplicate votes between states and refer verified
information to appropriate law enforcement officials for prosecution. The first data crosscheck
was conducted in 2006 by the states of Kansas, Nebraska, lowa, Missouri, and Minnesota. In
2007 the data crosscheck was conducted again, and added the state of South Dakota. In the
years since then, the program has continued to grow and add states. In 2017, 28 states
submitted data containing over 98 million voter registration records. ! have included a hand-out
that contains the number of records submitted for comparison in the last few years.

This program has been recognized nationally by several groups and organizations, including the
Presidential Commission on Election Administration (PCEA) created by executive order by
President Obama in March of 2013. This commission was comprised of election administrators
and private sector businesses specializing in customer service to help identify best practices in
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PCEA issued a report and recommendations concerning the American voting experience in
January of 2014, The PCEA recommended the Interstate Voter Registration Crosscheck program
and the Electronic Registration Information Center {ERIC) as two programs that work to share
information between states in the interest of maintaining clean voter registration rolls. In
describing these two programs the Commission stated ‘The Commission endorses state
programs to share data and to collaborate in the synchronization of voter lists so that the
states, on their own initiative, come as close as possible to creating an accurate database...”
The Commission also recommended both programs should be expanded.

PROGRAM DESIGN
How does the program waork?

Each participating state signs a Memorandum of Understanding and agrees to transmit voter
registration data to the Kansas Secretary of State. The data that is requested includes name (all
components — first, middle, last, suffix), date of birth, last four digits of social security number
(if available), voter history, date of registration, status, address, and voter registrant number.
(See the attached hand-out). Once the data is received, Kansas conducts a comparison of all
data and produces a set of resulis to each state that contains a complete match of first name,
tast name, date of birth, and last four of the social security number. This information is
provided back to each participating state as potential ‘matches’ with instructions for each state
to follow their own state and federal laws in processing the data. In the 2017 program, 28
states submitted 98,263,382 records of registered voters. Of that total, there were 141,250
potential duplicate records of voter registration records. | have included a spreadsheet that has
the state by state results from the 2017 data.

In Kansas, the state provides a confidence score on each record to help determine the
probability of a match. Records that are determined to be non-matches {i.e. different middle
name) are not processed. After the confidence score has been provided, results files are
provided to each of the 105 county election officials along with instructions on processing the
results. If the county determines that (1) the record is a potential match and (2) Kansas has the
most recent record — then the county transmits a forwardable confirmation notice to the new
address and asks the voter to confirm his or her voter registration address. if the voter
responds, the record is updated accordingly. If the notice comes back as undeliverable or the
voter does not respond, the county must wait through the second succeeding November
general election, before cancelling the registration. This is the same procedure used by county
election officials when conducting other list maintenance activities annually under state and
federal faw.

If a potential double vote is identified, the state will collect additional registration and voting
records to present to county, state or federal prosecutors for investigation and possible
prosecution.



RESOURCE ALLOCATION

Since the inception of the program, Secretary Thornburgh and Secretary Kobach have
committed existing resources within the Secretary of State’s office to participate and to host
the crosscheck. From 2005 to present, no state general fund dollars, nor secretary of state fee
fund dollars have been spent on the program. Existing staff, hardware and software, has been
utilized and also used for other agency functions. (Such as me). The Secretary of State’s office
has relied on other participating states, including lowa and Arkansas, during the history of the
program, to complete some of the tasks required. However, in this current fiscal year, secretary
of state fee fund doftars will be used to enhance the security of the program. A total dollar
amount is not yet available, but will be less than $20,000 as Secretary Kobach stated last week
in this committee.

SECURITY

The security of the interstate crosscheck has been a popular topic since August of 2017 with the
publication of an article from an out-of-state news source. First, { want to say this as clearly as
possible — in the history of the interstate crosscheck, and to the best of my knowiedge - there
has been no data breach or data that has been compromised. Any report to the contrary is not
factual.

That being said, security of the interstate crosscheck, along with the cybersecurity of all
election infrastructure, is of utmost important to the Secretary of State’s office. A
comprehensive review of all security protocols involving election related assets began in
October of 2016 and continues. As part of the review, the Secretary of State’s office is changing
how data is transmitted between states as part of the program. In some previous years, the
state of Arkansas assisted the Secretary of State’s office in the transmission of data between
states. In 2018, Arkansas will not be assisting in this process. Instead, the Secretary of State’s
office is moving this function in-house and using multi-factor authentication between all
participating states when transmitting data. It is important to note the entirety of the
crosscheck database has not and will not appear on any public facing website.

In addition, the Secretary of State’s office is partnering with the Department of Homeland
Security to review all of the security protocols surrounding the Interstate Crosscheck program,
as well as other election assets.

ERIC

I have also been asked to provide information concerning the other national entity comparing
voter registration records between states, ERIC. ERIC stands for the Electronic Registration
Information Center. Currently ERIC has 23 member states from across the country. There are
several states that belong to both ERIC and the Interstate Crosscheck (Alabama, Colorado,
lllinois, Virginia and West Virginia to name a few). ERIC is owned and managed by the
participating states. Each state must pay a $25,000 application fee and then annual dues to
fund the program which is dependent on expenses, and the number of states participating in



the program. Each state is required to provide a copy of the driver’s license database in
addition to the voter registration database. Member states upload their data every 60 days.
ERIC provides information back to the states that shows voters who moved within their state,
voters who moved out of state, voters who have died, duplicate registrations, and persons who
are potentially eligible to vote but are not yet registered. Member states must commit to
contacting eligible but unregistered residents identified by ERIC, educating them on the most
efficient means to register to vote. Members also commit to contacting voters whose
registration information is identified by ERIC as inaccurate or outdated. ERIC is run by two full-
time professional staff, an Executive Director, and a Systems and Technology Engineer.

This concludes my information concerning the Interstate Crosscheck Program. Since the
inception of this program under Secretary Thornburgh and continuing to this day, | am proud of
the work of this program and the collabaoration between states that has taken place. The
Secretary of State’s office continually works to maintain clean and accurate voter registration
lists, and this program serves as one, important component of that effort. i am happy to stand
for questions. Thank you.
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Crosscheck Program—Number of Records Compared

2006 9 million
2010 30 million
2012 45 million
2013 85 million
2014 101 million
2015 109 million
2016 98 million




Interstate Crosscheck Data Format

”mﬁ_mﬁ:m o ,>¢.>oﬁ_<m~.. _...

_3mnﬁ_<_m |
Date Generated _W<<<<\_<__<_\_u_u _.

M._,\_aa__m..szm

First_Name
.rmmw.I_ZmBm .
ngjn_x 2m3m_, [N S
,D_mﬁm.,-odn .w_:r h <<<<\_<_ M/DD
Last_ b{mmz |

_/_\_m____ __J_m _>Qn_ _,mmm

Line1 Line2 City State Zip.

mcm.ﬁm 9n mmm_mﬂ,mzo:
m<oﬁma __3 NOH@




